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The Islamic Republic of Iran’s use of criminal 
intermediaries for extraterritorial assassinations and 
covert violence: a gray zone strategy of outsourced 
repression
Ardavan M. Khoshnood
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ABSTRACT
The Islamic Republic of Iran (IRI) has employed assassinations and proxy vio
lence as tools of statecraft. Dissidents in exile have been killed, targeted, or 
systematically threatened, while Israeli-linked entities across Europe have faced 
repeated attacks. In recent years, Tehran has increasingly outsourced these 
operations to state-linked criminal intermediaries. This paper analyzes Iran’s 
approach through the lens of Gray Zone Strategy, showing how criminal out
sourcing extends Tehran’s reach, preserves deniability, and enables coercion 
below the threshold of open conflict. These hybrid tactics blur the boundaries 
between organized crime, terrorism, and state repression – posing urgent 
challenges for Western legal, intelligence, and security frameworks.
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1. Background

Since its establishment in 1979, the Islamic Republic of Iran (IRI) has engaged 
in extensive covert operations targeting opponents and foreign adversaries 
abroad. These have included espionage, sabotage, terrorism, and more than 
160 documented assassinations of dissidents living in exile.1 Despite repeated 
accusations by opposition groups and international law enforcement, the 
regime has consistently denied involvement. In many instances, it even 
blamed rival opposition factions; maintaining this narrative even when indi
viduals linked to the regime were arrested or convicted.2 This pattern reflects 
the strategic logic of Gray Zone Strategy (GZS), wherein states pursue coercive 
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objectives through covert means while maintaining plausible deniability. By 
pairing political violence with sustained ambiguity, gray zone operations 
allow the perpetrator to achieve results without provoking direct confronta
tion or legal consequences.

Revelations in early 2025 forced a reassessment of the regime’s denials. On 
March 8, Brigadier General Mohsen Rafighdoust, former Minister of the 
Islamic Revolutionary Guard Corps (IRGC), gave a bombshell interview to 
the Iranian platform Didban Iran.3 He admitted to organizing a series of 
assassinations in Europe, including those of Prince Shahriar Shafiq in 1979, 
General Gholam Ali Oveisi in 1984, Dr. Shapour Bakhtiar in 1991, and 
Dr. Fereydoun Farrokhzad in 1992. He also confirmed the IRGC’s involvement 
in a failed 1980 attempt against Bakhtiar, carried out by Lebanese operative 
Anis Naccache.

More strikingly, Rafighdoust disclosed that several of these killings were 
outsourced to hired Basque separatists, coordinated via intermediaries 
including an Egyptian cleric based in Germany. The cleric also facilitated 
payment, enabling a multilayered structure that shielded Iranian officials 
from direct attribution. This early example of non-ideological outsourcing 
revealed the regime’s willingness to employ criminal networks to achieve 
strategic ends.

Further operational details emerged in a previously unreleased 2018 inter
view with Rafighdoust, broadcast only after his 2025 statement.4 He revealed 
that the IRGC maintained a covert bank account at Bank Saderat Iran5 in 
Frankfurt, used to discreetly fund overseas operations outside official bud
gets. According to Rafighdoust, deposits into the account often came from 
untraceable sources, including informal ‘bonuses’ secured during arms deals.

These disclosures directly implicate senior Iranian officials in ordering and 
financing political assassinations abroad. They also shed light on the struc
tural mechanisms that enable these operations: outsourcing, compartmenta
lization, and financial obfuscation. The regime’s evolving reliance on criminal 
intermediaries, especially since 2010, suggests a calculated shift in its doctrine 
of repression. This transformation raises key questions about Iran’s strategic 
objectives, the logic behind its extraterritorial campaigns, and the vulnerabil
ities it exploits in Western counterintelligence systems.

This paper builds on existing documentation of Iran’s extraterritorial 
operations – most notably Levitt’s empirical mapping,6 by offering 
a conceptual analysis of outsourcing as a structural feature of its GZS. 
Rather than merely cataloging incidents, the paper explains how Iran 
employs hired intermediaries, often non-ideological or criminal actors, not 
only to evade attribution but to fragment opposition, create reputational 
ambiguity, and exert coercion below the threshold of conventional conflict. 
This analysis draws from – but goes beyond – existing empirical work by 
situating outsourcing within a broader framework of cloaked coercion. In 
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support of this argument, the paper also incorporates a major public admis
sion by former IRGC Minister Mohsen Rafighdoust, who openly acknowl
edged the regime’s responsibility for extraterritorial assassinations and the 
outsourcing of such missions to foreign actors. While brief, this unprece
dented confession marks the first public acknowledgment by a senior 
Iranian official of the state’s direct role in outsourcing political violence 
abroad.

Second, the paper contributes to gray zone literature by clarifying how 
non-state criminal organizations can function as strategic extensions of state 
violence. It introduces a conceptual framework that distinguishes Iran’s con
sistent, structured use of intermediaries from ad hoc or opportunistic colla
boration. These actors operate without ideological loyalty yet are embedded 
within the regime’s coercive apparatus – acting as surrogate or auxiliary 
agents in a deniable architecture of state repression.

2. Theoretical framework: gray zone strategy

To analyze this strategic evolution, it is necessary to define the core principles 
of GZS and situate the IRI’s behavior within this conceptual framework. Rather 
than relying solely on conventional military power, gray zone operations 
emphasize covert, incremental, and unacknowledged actions that enable 
states to advance their interests without provoking direct confrontation. 
The U.S. Central Intelligence Agency7 defines covert action as ‘an operation 
designed to influence governments, events, organizations, or persons in 
support of foreign policy in a manner that is not necessarily attributable to 
the sponsoring power; it may include political, economic, propaganda, or 
paramilitary activities’. Covert action is a widely employed foreign policy tool, 
used by many states across a range of contexts. However, while covert actions 
can occur independently, they may also serve as key instruments within 
a broader gray zone strategy. GZS encompasses a wider array of coercive 
behaviors – covert, ambiguous, and incremental – designed to achieve 
strategic objectives below the threshold of open conflict. In this paper, the 
term covert action is used specifically to denote such actions when employed 
as part of Iran’s GZS.

GZS serves as a complementary theoretical lens by highlighting the stra
tegic use of ambiguity, hybrid instruments, and attribution avoidance as tools 
of statecraft. In the Iranian context, this lens reveals how contracted opera
tions, especially through criminal intermediaries, embodies calibrated coer
cion that avoids overt escalation. This paper adopts the definition of GZS as 
formulated by the RAND Corporation:

An operational space between peace and war, involving coercive actions to 
change the status quo below a threshold that, in most cases, would prompt 
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a conventional military response, often by blurring the line between military 
and nonmilitary actions and the attribution for events.8

According to RAND, gray zone campaigns typically exhibit eight interrelated 
characteristics: (I) they remain below the threshold that would trigger 
a military response; (II) they unfold gradually over time; (III) they involve 
ambiguous actions, complicating accountability; (IV) even when attributable, 
they are framed with legal or political justifications to obscure violations; (V) 
they avoid threatening the target’s vital interests to reduce the risk of retalia
tion; (VI) they leverage the implicit risk of escalation for coercive effect; (VII) 
they rely on nonmilitary or hybrid tools; and (VIII) they exploit societal and 
institutional vulnerabilities within the target state.9 Collectively, these traits 
allow state actors to pursue ambitious strategic objectives through sustained 
coercion while avoiding the risks of open warfare.10

Each of these dimensions is observable in the IRI’s extraterritorial opera
tions, particularly in its recurring use of state-linked criminal intermediaries 
whose involvement remains obscured to exert coercive pressure abroad. 
While Iran has long demonstrated pragmatism in its choice of intermediaries – 
including non-ideological actors like criminal groups and foreign militants – 
what is increasingly evident is the systematic integration of this practice into 
a broader gray zone strategy. Rather than improvisation, the use of criminal 
intermediaries now reflects a more structured approach shaped by modern 
constraints such as heightened surveillance, diplomatic costs, and restricted 
access for official operatives. In this sense, Iran’s reliance on opaque, coercive, 
and deniable methods aligns with GZS not only in form but in strategic 
function.

Mazarr emphasizes that gray zone strategies are particularly attractive to 
‘measured revisionist’ states that benefit from and depend on the interna
tional order, yet seek to transform aspects of it in their favor. For these actors, 
opacity and patience become core instruments: they proceed incrementally 
through what Mazarr calls strategic gradualism, leveraging non-military pres
sure, and covert tools to advance revisionist aims while avoiding escalation 
thresholds.11 Yet, the concept of GZS is not without challenges. As Brands12 

argues, GZS often risks conceptual overreach, with the term stretched so far 
that it includes everything short of war and thus loses analytical clarity. He 
emphasizes that to be useful, GZS must be constrained to cases of calculated, 
below-threshold coercion with gradualist and revisionist intent. Otherwise, 
the term risks conflating unrelated forms of irregular conflict. Brands identify 
a central paradox: GZS is both ambiguous and strategic; designed to operate 
under the radar while still achieving traditional warlike objectives.

These theoretical insights, on both the strategic logic and conceptual 
boundaries of GZS, provide a useful lens for analyzing the IRI’s behavior in 
the international arena. As a revisionist actor, the IRI has repeatedly turned to 
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gray zone tools to expand regional influence and suppress dissident threats 
abroad. The regime employs assassinations and hired violence as deliberate 
tools of gray zone coercion to suppress dissent abroad while avoiding attri
bution. The regime’s extraterritorial assassinations fall into two broad cate
gories: dissident targets and adversary-linked targets like Israeli individuals. 
Attacks on adversary-linked targets are more clearly aligned with classic gray 
zone objectives; avoiding escalation, maintaining deniability, and projecting 
coercive pressure onto rival states. By contrast, assassinations of dissidents, 
while rooted in regime preservation, also serve a strategic, performative 
function when conducted abroad. These operations project power into hos
tile environments, expose the vulnerabilities of host-state protection, and 
intimidate both diaspora communities and foreign governments. In this 
sense, dissident killings function as both instruments of domestic control 
and tools of external signaling. Differentiating between these logics – coer
cive deterrence versus coercive intimidation – clarifies how Iran’s outsourced 
violence operates across multiple strategic registers within its gray zone 
playbook.

GZS, thus, enables actors like Iran to challenge the international order 
without inviting direct confrontation.13 This logic underpins the IRI’s evolving 
strategy of hiring non-state intermediaries for covert operations.

In the broader literature on proxy warfare and state – non-state coopera
tion, scholars have developed typologies to classify these relationships. Rauta 
offers a four-part distinction between proxies, auxiliaries, surrogates, and 
affiliated forces, classified by degrees of autonomy, ideological alignment, 
and organizational integration.14 This current paper focuses on the latter two 
categories – surrogates and affiliated forces – as most appropriate for describ
ing the types of criminal actors employed by the IRI in its extraterritorial 
operations. These actors are not ideologically aligned with Iran but are 
embedded functionally in its coercive infrastructure through transactional 
cooperation. I refer to these actors as state-linked criminal intermediaries: non- 
ideological, deniable agents used by the IRI for coercive operations without 
direct state attribution. These state-linked criminal intermediaries are typi
cally profit-driven actors from local or transnational organized crime net
works, engaged by the IRI on a transactional basis for specific missions. 
While many engagements are short-term and mission-specific, others 
develop into recurring arrangements sustained by mutual utility, protection, 
or financial reward.15 Unlike full proxies such as Hezbollah, these intermedi
aries are recruited for specific missions where attribution avoidance and local 
access are paramount. Their value lies in providing operational discretion and 
strategic insulation while advancing regime objectives. Framing them as 
state-linked criminal intermediaries, rooted in Rauta’s surrogate and affiliated 
force typology, clarifies how the IRI’s use of organized crime represents not ad 
hoc improvisation, but a deliberate evolution in its gray zone toolkit.
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While deniability is a core feature of GZS, it does not, on its own, 
explain the IRI’s turn to criminal intermediaries. After all, Iran has consis
tently denied involvement in extraterritorial assassinations for decades. 
The shift to criminal actors reflects a functional adaptation to operational 
constraints. In Western contexts, Iran faces intelligence and operational 
constraints: limited local networks, linguistic and cultural barriers, surveil
lance of known proxies, and visa restrictions. Criminal groups offer local 
access and logistical support that official operatives often lack.16 Their 
utility lies not just in masking state involvement, but in enabling opera
tions that would otherwise be infeasible.

While Tehran has long relied on ideological proxies such as Hezbollah, its 
methods have increasingly evolved to incorporate pragmatic arrangements 
with non-ideological actors including European-based criminal networks.17 

These state-linked criminal intermediaries are tasked with sensitive opera
tions such as assassinations, allowing the regime to preserve strategic stand
off and avoid attribution. As Jordán observes, the use of such intermediaries is 
central to GZS as it enables aggressors to obscure attribution, fragment 
accountability, and reduce the risk of direct retaliation.18 In the case of the 
IRI, this model permits the regime to exert coercive pressure abroad while 
avoiding overt military engagement or diplomatic fallout.19

Carment and Belo20 add that non-democracies, like Iran, are more dis
posed to gray zone operations due to their centralized, flexible decision- 
making structures. They face fewer institutional constraints and can exploit 
ambiguity, often outsourcing disruptive acts to criminal or paramilitary 
proxies while denying involvement. This complicates attribution, especially 
in democracies with high legal thresholds.

Furthermore, for regimes facing militarily stronger adversaries, gray zone 
strategies offer a means ‘to manage risk, limit escalation, and avoid war’, 
without engaging in direct conflict.21 The IRI’s outsourcing of violence is thus 
not merely an act of deflection; it is a method of asymmetric statecraft. By 
relying on criminal intermediaries, the IRI applies pressure without exposing 
itself to direct retaliation while achieving strategic objectives. It is important 
to emphasize that this evolution does not represent a replacement of ideo
logical proxies such as Hezbollah, but rather a diversification of operational 
tools. The IRI’s core strategic goals – regime survival, deterrence, and extra
territorial repression – have remained constant. What has changed is the 
regime’s growing willingness to delegate certain missions to intermediaries 
when concealment, flexibility, or local access are prioritized over ideological 
loyalty.

This adaptive approach also reflects structural shifts in the international 
environment, including the globalization of finance, advances in communica
tion technologies, and the diffusion of non-state violent capabilities. In this 
context, the turn to criminal intermediaries should be understood as 
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a functional expansion within an existing strategic logic, not a fundamental 
change in Iran’s objectives.

Moreover, the operational environments in which the IRI acts – particularly 
Western democracies – are especially vulnerable to GZS. As Braw22 argues, 
gray zone tactics are especially effective against Western countries because of 
their open societies, limited state control, and permissive environments for 
civilian and business activity; conditions that adversaries can exploit for non- 
military coercion. The IRI has capitalized on these vulnerabilities in ways that 
echo the gray zone playbooks of other revisionist powers. While not as 
institutionalized as Russia’s hybrid warfare apparatus or China’s state-linked 
influence networks, the IRI’s methods reflect a similar logic: the strategic use 
of covert proxies, criminal intermediaries, and operations designed to 
obscure state involvement to advance national interests without triggering 
open conflict.23 Thus, when analyzed through the lens of GZS, this behavior 
emerges as part of a broader pattern: calculated, coercive, and deliberately 
designed to fall short of war while still shaping the strategic environment in 
Tehran’s favor.

Finally, following Hoffman’s24 insights, it is essential to note that gray zone 
campaigns are not just collections of tactics, rather, they are strategic endea
vors guided by an internal logic or ‘theory of success’. Iran’s use of covert and 
state-linked criminal intermediaries demonstrates a rational hypothesis: that 
it can manipulate foreign environments, deter opposition, and enforce 
regime interests abroad while avoiding overt conflict, minimizing backlash, 
and preserving cover.

Taken together, these theoretical perspectives provide a coherent frame
work for analyzing Iran’s evolving strategy. GZS offers the structural logic: 
calibrated ambiguity, below-threshold coercion, and sustained strategic 
intent. Rauta’s typology helps specify the role of criminal intermediaries 
within this system as surrogates or affiliated forces. Mazarr’s concept of 
strategic gradualism and Hoffman’s theory of success explain the long-term 
design and internal coherence of these campaigns. Meanwhile, Carment, 
Belo, and Braw illuminate the institutional and environmental conditions 
that make gray zone strategies especially appealing and effective for author
itarian regimes like Iran. In sum, GZS is especially suitable for analyzing the 
IRI’s behavior because it captures how Tehran leverages ambiguity, opera
tional cover, and hybrid tools – including criminal intermediaries – to advance 
state objectives without inviting direct confrontation.

In addition to strategic calculation, Iran’s approach to gray zone statecraft 
is also shaped by a distinct ideological logic rooted in the post-revolutionary 
worldview of the Islamic Republic. While diplomatic platforms and financial 
cover enable operational capacity, ideology shapes how the IRI selects targets 
and legitimizes repression. Domestic ideological factors thus play 
a reinforcing role. Khomeini’s legacy of ‘Westoxification’ and the oppressed- 
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oppressor narrative fosters a siege mentality, wherein exiled opposition 
figures are seen not merely as political adversaries but as agents of hostile 
foreign powers.25 In this worldview, dissidents are internal enemies with 
external sponsors, justifying their elimination as an act of regime preserva
tion. This ideological framing turns targeted assassinations into acts of ‘defen
sive offense’, aligning violence with both strategic calculation and theological 
justification.

3. Iran’s extraterritorial violence: strategic logic and gray zone 
practice

Since its establishment in 1979, the IRI has used targeted assassinations and 
acts of political violence.26 These operations have been aimed at eliminating 
opposition figures, intimidating diaspora communities, and asserting 
Tehran’s extraterritorial reach. Far from sporadic or reactive, this campaign 
of global assassinations and covert violence is a calculated extension of the 
regime’s internal repression, carefully planned and coordinated at the highest 
levels of Iran’s security apparatus.27

As discussed earlier, the regime’s post-revolutionary campaign began with 
the assassination of Prince Shahriar Shafiq in 1979—an operation emblematic 
of Iran’s early use of ideologically motivated violence directly sanctioned by 
revolutionary elites.28

Iran’s use of extraterritorial violence is both strategic and methodologically 
sophisticated. A defining feature of the regime’s modus operandi is its use of 
deception to infiltrate exile communities. Iranian operatives often pose as 
fellow dissidents or sympathizers, a ‘Trojan horse’ tactic that enables both 
surveillance and psychological warfare. By sowing distrust and suggesting 
that assassinations stem from internal disputes, the regime fractures opposi
tion movements.29 These tactics not only enable operational success but also 
erode collective resistance, aligning with GZS goals of fragmented opposition 
and reputational ambiguity.

As with other early cases, the 1984 assassination of General Gholam Ali 
Oveissi in Paris – claimed by a group calling itself Islamic Jihad – demon
strated the regime’s early reliance on loosely affiliated fronts to obscure its 
involvement and diffuse responsibility.30

This early phase of extraterritorial violence spanning from 1979 to the early 
1990s was marked by ideological justification and revolutionary fervor, often 
executed by regime-aligned militants. Tehran, however, has increasingly 
turned to criminal networks to target opponents in Western countries. 
These operations involve the use of covert, non-military tools to undermine 
adversaries while staying below the threshold of open war.31 Decentralized 
security structures and legal frameworks in Western states create vulnerabil
ities that actors like Iran can exploit.32 It is precisely these vulnerabilities – 
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legal, institutional, and societal – that state-linked criminal intermediaries are 
designed to exploit on Tehran’s behalf.

The 1991 assassination of Dr. Shapour Bakhtiar marked the peak of Iran’s 
early, centrally directed extraterritorial violence. These operations, character
ized by infiltration, forged documentation, and coordination across multiple 
state bodies, reflected a maturing infrastructure of covert action.33 Yet their 
visibility and diplomatic consequences were increasingly difficult to contain. 
This became undeniable in 1992, when IRI operatives assassinated Iranian 
opposition leaders at the Mykonos restaurant in Berlin. The resulting trial 
marked a watershed moment: for the first time, a European court formally 
identified Iran’s senior leadership, including Supreme Leader Ali Khamenei, as 
responsible for ordering the killings. The diplomatic backlash was severe, 
leading to the recall of European ambassadors and a major rupture in Iran’s 
relations with the EU.34

In response, Tehran recalibrated. While assassinations remained part of its 
toolkit, the regime increasingly turned to more deniable tactics – overt 
intimidation, arson, surveillance, and cyber-enabled disruption.35 These post- 
Mykonos adaptations reflect continuity in intent – coercion, deterrence, and 
projection, but a shift in method. Rather than overt action, Iran began 
operating more squarely within the logic of gray zone strategy: calibrated 
violence, strategic ambiguity, and plausible deniability designed to achieve 
regime objectives while minimizing diplomatic fallout.

3.1 Operational evolution and gray zone practice

3.1.1 From ideological proxies to criminal surrogates
Rafighdoust’s acknowledgment of hiring Basque separatists in the 1980s and 
1990s, and more recent evidence36 of the regime hiring state-linked criminal 
intermediaries, illustrate how Iran recalibrates methods to lower visibility 
even more than before. This marks a turning point in Iran’s GZS; from 
ideologically aligned proxies toward for-profit criminals who offer greater 
concealment and access. An early example of this transition occurred in 2011, 
when Qods Force37 operatives attempted to contract a violent drug cartel to 
assassinate the Saudi Ambassador to the United States.38 The plan unraveled 
when the supposed intermediary turned out to be a DEA informant. The 
operative, Mansour Arbabsiar – a U.S. citizen – was sentenced to 25 years in 
prison, and several Qods Force officers, including then-commander Qassem 
Soleimani, were sanctioned for their roles.39 This operation was one of the 
first to reveal Iran’s willingness to contract non-ideological, criminal actors for 
sensitive extraterritorial missions.

Yet the nature of these relationships demands conceptual precision. 
Referring to them as ‘partnerships’ risks implying parity, whereas Iran’s use 
of these actors is far more hierarchical and instrumental. The state selects, 
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deploys, and discards such intermediaries as needed, leveraging them to 
create standoff, ambiguity, and deniability in alignment with its broader 
GZS.40 As outlined in the theoretical framework, these criminal intermediaries 
correspond to what Rauta classifies as surrogates or affiliated forces41: exter
nally recruited, non-ideological, and operationally useful actors who remain 
subordinate to the state’s strategic objectives. This outsourcing is not impro
vised – it is a structured component of Iran’s gray zone statecraft, offering 
efficiency, cover, and reach.

The IRI’s outsourcing of violence to criminal networks is neither random 
nor purely opportunistic. Selection appears to follow a pragmatic logic of 
access, chances of success, and attribution avoidance. In several documented 
cases, intermediaries have included individuals of Iranian or non-Iranian 
origin embedded in local criminal ecosystems.42 These actors are often 
culturally fluent, legally resident, and able to blend into target environments, 
making them ideal for tasks requiring both discretion and reach.

From a counterintelligence perspective, these relationships offer both 
operational benefits and systemic vulnerabilities. Criminal organizations can 
provide covert violence, access to forged documents, and transnational 
mobility.43 But, they are also volatile, financially motivated, and subject to 
external infiltration. Iran’s ability to spot, assess, develop, and handle such 
actors likely draws on a mix of diaspora monitoring, indirect vetting through 
intermediaries, and the regime’s long-standing experience in clandestine 
operations.44 Termination of relationships appears similarly instrumental: 
when actors are arrested, disavowal follows; when operations fail, account
ability is obfuscated.45

3.1.2 Case Studies and criminal infrastructure
While the shift to criminal intermediaries marks a significant evolution in 
Iranian practice, it is not unique. Other regimes – including Russia,46 North 
Korea,47 and even some Western states48—have similarly employed criminals 
to advance covert foreign policy objectives. However, the Iranian case reflects 
a distinct synthesis of ideological motivation and instrumental outsourcing. 
Unlike Russia’s incorporation of organized crime into a mafioso-style hybrid 
warfare model,49 or North Korea’s use of cybercrime primarily for revenue 
generation and sanctions evasion,50 Iran’s approach centers on both regime 
protection and extraterritorial repression through the strategic use of 
criminals.

What distinguishes the IRI is not only its operational reliance on criminal 
actors, but the way it embeds these relationships into a coherent gray zone 
doctrine. This strategy calibrates risk through layered ambiguity, using crim
inal intermediaries to reduce visibility, fragment responsibility, and compli
cate legal and diplomatic responses, particularly in liberal democracies where 
evidentiary thresholds for attribution are high.
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(1) Chronological Expansion of Criminal Outsourcing. Multiple assassination 
and kidnapping attempts – such as the abduction of Habib Chaab and 
the murder-for-hire plot against a U.S.-based dissident – illustrate how 
the IRI contracts lethal operations to obscure its role and expand its 
reach.51 The 2015 assassination of Mohammad Reza Kolahi in the 
Netherlands, carried out by a cocaine trafficker later convicted in 
Dutch court, is a prominent example. Though formal attribution 
remained elusive, Dutch intelligence (AIVD52) later stated there were 
‘strong indications that Iran was involved’.53 This trend becomes even 
more pronounced in the years that followed. From 2017 to 2021, both 
the Ministry of Intelligence (MOI) as well as the IRGC increasingly relied 
on the Iranian narcotics trafficker Naji Ibrahim Sharifi Zindashti as 
a trusted ally. Zindashti and his network were implicated in the 
Istanbul assassinations of media executive Saeed Karimian (2017)54 

and cybersecurity defector Masoud Vardanjani (2019).55 In 2020, the 
same network facilitated the abduction of Habib Chaab, a leader of the 
terrorist-separatist organization Arab Struggle Movement for the 
Liberation of Ahvaz,56 through a honey trap operation, leading to his 
execution in Iran.57 The pattern continued in 2021, when Zindashti’s 
operatives recruited members of the Canadian Hells Angels to plan 
assassinations of regime opponents.58 Though the attempt failed, it 
revealed how Iran uses global criminal actors to operationalize vio
lence with minimal attribution risk. These events mark the institutio
nalization of criminal outsourcing as a recurring mechanism for high- 
risk missions. Levitt59 corroborates this pattern, documenting over 116 
unique external operations since 2020, many of which involve local 
criminals, drug traffickers, and organized crime figures acting as opera
tional surrogates. The inclusion of figures like Zindashti and transna
tional biker gangs in multiple assassination and surveillance plots 
illustrates the operational infrastructure Iran has built beyond its ideo
logical networks.

(2) European Operations and Diversified Networks, 2022–2025. This model 
has since expanded further across Europe. In late 2022, Der Spiegel 
uncovered a sprawling IRI-linked operation involving surveillance, 
arson, and coordinated violence against Jewish and Israeli targets.60 

It began with Babak, a German-Iranian with a violent criminal record, 
who threw a Molotov cocktail at a school in Bochum, believed by 
investigators to have mistakenly targeted the wrong building, as 
a synagogue was located nearby. The same night, gunfire struck 
a rabbi’s residence in Essen. The operation widened in early 2023, 
when Abdelkrim (‘Krimo’), a 34-year-old French citizen of Algerian 
origin with a background in Marseille’s drug wars, arrived in Berlin. 
He conducted surveillance on Jewish institutions, tracked a lawyer 
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representing Israeli clients, and was later found to be acting on instruc
tions from an inmate in a French prison. Coordination appeared to 
stem from Ümit, a Lyon-based drug trafficker with multiple fake iden
tities, believed to be residing in Iran under IRI protection. These decen
tralized, covert actors illustrate how Iran uses hardened European 
criminals to penetrate open societies and exert covert pressure while 
avoiding conventional escalation.

The same network was linked to an Iranian former Hells Angels boss, Ramin 
Yektaparast, accused of a gruesome murder in Germany, who fled to Iran and 
was believed to be assisting attacks on Jewish and Israeli targets prior to his 
reported death in early 2023. The campaign escalated further: between 
28 December 2023, and 3 January 2024, four Israeli-linked businesses in 
southern France were set ablaze. All addresses were later found on Krimo’s 
phone, reinforcing the coordinated nature of the operation.

Meanwhile, in Sweden and Denmark, a string of incidents raised alarms 
throughout 2024. In January a suspected grenade was discovered inside the 
Israeli embassy in Stockholm, followed by gunfire outside the embassy in May 
and October. In October, shots and explosions occurred near the Israeli 
embassy in Copenhagen as well. Though Danish officials have not confirmed 
the embassy was the target, Swedish intelligence sees the incidents as part of 
a broader Iranian pattern.61

These cases underscore a shift from ideological proxies to multiethnic 
criminal networks embedded across Europe, used to carry out covert gray 
zone operations against dissidents and Israeli-linked targets. The reliance on 
ethnically diverse intermediaries – such as Krimo (Algerian-French), Babak 
(Iranian-German), Ümit (Turkish or Kurdish), and Yektaparast (Iranian- 
German) – adds layers of ambiguity that hinder attribution, obstruct prosecu
tion, and strain diplomatic response. This operational diversity frustrates 
conventional counterintelligence approaches and exemplifies how the IRI 
has evolved its gray zone strategy into a decentralized, criminally outsourced 
system of targeted coercion.

3.1.3 Diplomatic platforms, financial channels, and strategic synthesis
While criminal outsourcing provides the tactical manpower, diplomatic and 
financial platforms provide the strategic infrastructure for Iran’s gray zone 
campaigns. One critical tool in this strategy is the IRI’s systematic use of 
diplomatic missions. Historical evidence such as the Mykonos case in 1992, 
the expulsions of Iranian diplomats in Europe for involvement in assassination 
plots, and more recent incidents like the 2018 case of Iranian diplomat 
Assadollah Assadi reveal how operatives working under diplomatic cover 
smuggle explosives, carry out reconnaissance, and coordinate attacks.62 

Assadi, a senior officer of the Ministry of Intelligence stationed in Austria, 
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exploited his diplomatic immunity to transport explosives and orchestrate 
a planned attack on an opposition rally in Paris. Assadi relied on intermediaries 
to execute the plot, allowing the state to maintain cover. This case, among 
others, is featured prominently in Levitt’s interactive map, which highlights the 
dual-use nature of Iran’s diplomatic corps in both operational planning and 
logistical facilitation.63 The data reveal that diplomatic immunity continues to 
serve as a core enabler in Iran’s outsourced coercion model. Moreover, diplo
matic immunity shields state actors from consequences, reinforcing the ambi
guity central to Iran’s strategy. The 1992 murder of Dr. Fereydoun Farrokhzad 
in Germany – denied by Hossein Mousavian, IRI’s ambassador to Germany at 
the time64—was later confirmed by Brigadier General Mohsen Rafighdoust to 
have been ordered by the regime.65 Such cases demonstrate the dual utility of 
diplomatic platforms: not only to mask covert operations but also to deflect 
accountability through categorical denials.

3.1.3.1. Financial Channels and Operational Cover. States systematically 
select non-state actors – ranging from extremist groups to for-profit criminal 
intermediaries – as covert tools of foreign policy.66 By leveraging criminals 
with little ideological allegiance, Iran operates through carefully orchestrated 
financial channels – such as unregistered or clandestine bank accounts in 
Europe – to pay assassins.67 Financially, these operations are supported 
through opaque channels including cash smuggling, money laundering, 
shell companies, and front organizations often tied to the IRGC and MOI.68 

State-affiliated charitable foundations (bonyad in Farsi) and businesses pro
vide additional cover, allowing the regime to sustain operations while avoid
ing financial scrutiny.69 These economic instruments extend the regime’s 
reach into European jurisdictions while maintaining formal distance from 
state structures.

These tactics enable long-term operational continuity, supporting criminal 
intermediaries while complicating sanctions enforcement and legal tracking. 
What emerges is a rational theory of coercion under constraint: when direct 
confrontation is too costly, the IRI blends proxies, diplomats, and financial 
tools to coerce without attribution.

From the assassination of Prince Shahriar Shafiq in 1979 and the 1984 
murder of General Gholam Ali Oveisi to the wave of covert plots across 
Europe between 2022 and 2025, the IRI’s methods have evolved but consis
tently reflect a gray zone model of state violence. The shift from early IRGC- 
led revolutionary fervor to modern criminal outsourcing illustrates both 
strategic adaptability and enduring reliance on ambiguity. Viewed through 
the GZS lens, Iran’s approach becomes clearer: the regime pursues core 
objectives – protecting itself, deterring opposition, and projecting influence – 
while remaining below the threshold of war through a blend of covert 
operatives, unacknowledged intermediaries, and insulated infrastructure.
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3.2 Strategic logic and ideological justifications

The IRI views the elimination of exiled opponents as serving three strategic 
goals: removing symbolic leaders, instilling fear, and asserting extraterritorial 
reach. Such actions are interpreted internally as preemptive self-defense. This 
framing narrows the moral and political space for dissent, portraying opposi
tion not as domestic disagreement but as external subversion. The regime 
views the cost of contracted killings as an acceptable price for maintaining 
domestic loyalty, deterring organized resistance, and reinforcing the percep
tion that exile offers no safety from retribution.

3.2.1 Coercive signaling and iterative adaptation
Beyond the immediate tactical gain of neutralizing individuals, extraterritorial 
attacks are used for deterrence and signaling. High-profile killings function as 
violent messages intended to discourage activism, fragment opposition, and 
remind audiences, both domestic and foreign, of the regime’s reach.70 

Symbolic targets, brutal methods, and transnational reach serve not only to 
punish but to warn. Even non-lethal attacks like arson, threats, and bomb 
plots, function as coercive warnings, often delegated to criminal surrogates. 
They also allow Tehran to test the response thresholds of Western govern
ments without crossing lines that would provoke a robust diplomatic or 
military response. This iterative approach enables the Islamic Republic to 
continuously refine its gray zone tactics. By observing which operations 
draw condemnation, sanctions, or criminal prosecution – and which do 
not – the regime calibrates future operations for maximum effect and mini
mal consequence. The regime actively probes legal, political, and intelligence 
red lines, learning from each engagement how to operate more effectively in 
the zone of tolerated ambiguity. State-linked criminal intermediaries are 
particularly suited to this probing function, allowing the state to test limits 
without direct exposure.

The 1994 bombing of the AMIA71 Jewish center in Buenos Aires exempli
fies how this strategy can escalate. Though Tehran denies involvement, 
Argentine prosecutor Alberto Nisman72 presented extensive evidence impli
cating Iran’s Qods Force, prompting Interpol warrants for several senior 
Iranian officials.73 This incident marked a shift from targeting individual 
dissidents to striking symbolic institutions tied to geopolitical adversaries, 
particularly Israel.

3.2.2 Criminal outsourcing as strategic optimization
The IRI’s systematic use of criminal intermediaries is not merely a matter of 
convenience or cover. Rather, it is a strategic optimization of coercive capa
city under constraint. The regime faces real limits: it cannot afford symme
trical conflict with more powerful states, and official operatives are 
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increasingly subject to international surveillance and sanctions. This strategic 
environment makes covert outsourcing a rational adaptation: it enables 
projection of force without escalating confrontation. By turning to local 
criminals, Iran secures operational benefits: cultural familiarity, logistical 
expertise, and reduced risk of infiltration. Their actions serve Iranian interests 
while maintaining a firewall between the operation and official institutions.

Iran is not inventing this model in a vacuum, it draws on established hybrid 
actors whose dual roles offer lessons for strategic outsourcing. Hezbollah 
offers a template for this logic. Though ideologically aligned and state- 
sponsored, Hezbollah has long collaborated with criminal actors in drug 
trafficking, smuggling, and financial schemes.74 This blending of ideological 
and instrumental motives provides a precedent for Iran’s wider use of crim
inal outsourcing.

Tehran’s brazen operations, sometimes outsourced through criminal rings, 
display an ability to bypass host-country security through local surrogates 
and warn external states that hosting or backing Iranian dissidents might 
incur heavy costs.75 This deterrent logic is reinforced by the regime’s method 
of execution. Rather than relying solely on official operatives, the IRI system
atically turns to criminal surrogates who offer operational reach while keep
ing the state insulated.76 While Iran’s clerical establishment retains 
centralized control over targeting, operational specifics, that is acquiring 
weapons, conducting surveillance, and carrying out the hit, are delegated 
to criminals who know the terrain, or as previously seen to its diplomatic 
missions.77

State-backed groups have increasingly recognized the strategic value of 
engaging with illicit networks for tasks such as smuggling, money laundering, 
and targeted violence.78 Hezbollah’s collaboration with criminal actors illus
trates how such partnerships can offer operational advantages even when 
robust state sponsorship is available.79 Iran follows a similar logic.

3.3 Policy implications and security responses

3.3.1 Structural challenges and institutional blind spots
The IRI’s use of state-linked criminal intermediaries poses a structural chal
lenge to Western law enforcement and intelligence services, which are often 
unprepared for hybrid threats that merge state objectives with non-state 
execution. As Belli et al.80 observe in relation to Hezbollah, illicit operations 
often blur the line between terrorism and profit-driven crime, complicating 
distinctions between ideological and criminal actors. The same analytical 
confusion now hampers efforts to counter Iran’s outsourced coercion.

Iran’s increasing use of similar hybrid tactics demands a recalibrated 
response. Western agencies must treat criminal webs tied to the IRI as 
national security threats, rather than merely as organized crime groups. This 
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requires real-time intelligence-sharing – both nationally and internationally – 
since criminal actors operate seamlessly across jurisdictions. Democratic legal 
systems, designed to protect civil liberties, are often exploited by hostile 
regimes operating through criminal proxies.81 Closing legal blind spots and 
building centralized investigative bodies that merge terrorism and organized 
crime units can help bridge existing enforcement gaps.82 These structural 
adjustments are essential to confront the hybrid character of Iranian gray 
zone operations.

A particularly vulnerable node in this system is the diplomatic infrastruc
ture Iran exploits. Repeated plots involving Iranian diplomatic missions show 
that embassies often serve not just as diplomatic outposts but as protected 
hubs for planning, financing, and executing extraterritorial repression.83 The 
2018 case of Iranian diplomat Assadollah Assadi, highlights this dual-use 
function. Diplomatic immunity has become one of the regime’s most effec
tive shields against accountability.

To respond, Western states should consider reducing Iran’s diplomatic 
footprint, expelling officials credibly linked to covert activity, and proactively 
monitoring consulates suspected of enabling repression. Western countries 
should also update their legal frameworks to ensure that foreign-directed 
surveillance, intimidation, or harassment of exiles is prosecuted as a national 
security issue – not treated as petty crime or isolated harassment. Crafting 
laws that explicitly criminalize foreign-directed repression would allow law 
enforcement to address such incidents as patterns of hostile state activity. 
Without these legal and diplomatic reforms, the IRI will continue to exploit 
gaps between criminal law and national security doctrine.

3.3.2 Threats to diaspora communities and regional spillover
The IRI’s growing use of criminal intermediaries to target regime opponents 
abroad has intensified the threat landscape for Iranian diaspora communities. 
Dissidents who once believed in Western asylum protections now face a form 
of ‘transnational repression’ – a term describing how authoritarian regimes 
surveil, harass, threaten, and even physically harm exiles living in democratic 
states.84 Iran’s approach uniquely blends state intelligence, diplomatic cover, 
and state-linked criminal intermediaries to conduct such repression beyond 
its borders.

These operations increasingly target not only dissidents but also Israeli- 
linked institutions and individuals, using criminal intermediaries to execute 
arson, surveillance, and violence. These attacks are calculated gray zone 
operations: calibrated to intimidate, disrupt, and avoid attribution. These 
incidents are not merely isolated crimes – they are manifestations of hybrid 
statecraft that weaponize democratic openness. As such, they demand 
responses that combine domestic security with foreign policy foresight.
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In this context, host countries risk becoming indirect arenas for regio
nal conflict. Events in the Middle East – such as Iranian-Israeli tensions – 
can ripple out into Europe and North America via covert operations 
executed by criminal proxies. This underscores the need for foreign 
policy awareness to inform domestic security strategies. Governments 
that fail to anticipate such spillover effects may be caught off guard – 
not only by violent acts but by the diplomatic, legal, and social con
sequences they generate.

3.3.3 Law enforcement recognition and Intelligence consensus
Most democracies already criminalize threats and violence, but their legal 
tools are often insufficient against subtle, contracted, and cross-border inti
midation. The real problem lies in identifying and prosecuting foreign- 
directed coercion spread across multiple jurisdictions.85 Current frameworks 
often treat such incidents as isolated crimes, rather than components of 
a strategic campaign. This makes it essential to update legal and institutional 
responses so that foreign-directed harassment is recognized as a national 
security concern. Doing so would allow prosecutors and security services to 
build cumulative cases rather than isolated charges.

Growing international recognition of this threat has led to a more assertive 
response. In January 2024, the U.S. Department of the Treasury sanctioned 
Iranian narcotics trafficker Naji Ibrahim Sharifi Zindashti, identifying his group 
as a key actor in Iranian state-directed kidnappings and assassinations target
ing dissidents across multiple countries.86 In May 2024, Sweden’s Security 
Service (Säpo87) declared publicly that the IRI was using Swedish criminal 
networks to carry out violent attacks, including thwarted operations against 
Israeli and Jewish targets.88 Säpo’s counterespionage chief, Daniel Stenling, 
stated that the service had established clear links between Iranian intelli
gence and domestic criminal gangs.89

In the UK, MI5 Director General Ken McCallum90 revealed in 2024 that the 
UK had disrupted 20 Iranian-backed plots since 2022, emphasizing the 
regime’s use of both high-level traffickers and low-level criminals. 
Meanwhile, in the United States, the Department of Justice confirmed that 
members of an Eastern European organized crime group were contracted by 
IRGC-linked operatives in a failed murder-for-hire scheme against a U.S.- 
based dissident.91 Rafat Amirov and Polad Omarov, convicted in 
March 2025, had coordinated the plot using instructions from Iranian 
handlers.

These examples reflect a growing consensus in the literature: the use of 
criminal networks by states is not merely a law-enforcement challenge but 
a transnational security threat requiring integrated legal, diplomatic, and 
intelligence responses.92 The fusion of criminal and state interests in extra
territorial violence – seen historically in Yugoslavia’s UDBA93 operations and 
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Russia’s post-Soviet intelligence-crime nexus94—risks normalizing a new 
standard of clandestine competition.

These revelations confirm that Iran’s criminal outsourcing is no longer 
a theoretical concern, but an empirically verified, transnational threat that 
spans continents and legal systems.

3.3.4 Reputational warfare and the future of outsourced coercion
As international scrutiny increases the risks associated with physical opera
tions, Iran is likely to pivot toward more indirect forms of coercion. This 
strategic adaptation preserves the core logic of GZS: calibrating repression 
to remain below the threshold of decisive response. One emerging avenue is 
reputational coercion. That is targeting dissidents not through violence but 
through disinformation and defamation designed to discredit and delegiti
mize them. When assassination plots or physical intimidation become too 
risky due to enhanced vigilance or diplomatic costs, the regime may increas
ingly adopt narrative-based tactics; spreading rumors, manipulating media, 
and orchestrating scandals to isolate dissidents and fracture diaspora 
communities.

These tactics are already central to the playbooks of many authoritarian 
states where coordinated smear campaigns often involving fake news, staged 
scandals, and fabricated accusations, target critics to neutralize opposition 
and sow distrust.95 The IRI is well-positioned to adopt and adapt these 
techniques to its global repression strategy. Repeated and viral messaging 
gives such falsehoods traction, forcing dissidents to expend energy defend
ing themselves while eroding their credibility.

Such campaigns often blur the lines between moral, sexual, and criminal 
accusations. ‘Honey traps’, for example, can be staged not only for intelli
gence gathering or kidnappings, as the IRI has done,96 but also to engineer 
public scandal. Even false claims of sexual misconduct or other criminal 
offences can irreparably damage reputations, especially when they tap into 
preexisting societal biases. Investigative journalist Omar Radi in Morocco and 
former Rwandan diplomat-turned-dissident Eugène Richard Gasana were 
both targeted with rape allegations in contexts widely viewed as politically 
charged; cases that underscore how sexual charges can be weaponized to 
silence dissent.97 Such methods serve the same purpose as assassinations – 
neutralizing threats – only with different instruments.

Democratic states have also employed similar tactics. During the 
U.S. government’s COINTELPRO operation (1950s–70s), the FBI used forged 
letters, planted media stories, and personal smears to isolate civil rights 
leaders and anti-war activists.98 These strategies aimed not only to discredit 
individuals but to dismantle opposition movements from within. These his
torical parallel reveals that even democracies have recognized the utility of 
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reputational warfare – an insight authoritarian regimes now exploit with far 
fewer constraints.

The IRI’s use of sexualized smear campaigns is already evident. In 
October 2022, the pro-regime Telegram channel ‘Adl-e Ali’ circulated photo
graphs of Yasmin Pahlavi, wife of prominent opposition leader Crown Prince 
Reza Pahlavi, with a French man, framing the images as evidence of marital 
infidelity.99 State-aligned outlets amplified the story, labeling it a ‘moral 
scandal’. In some iterations, the narrative escalated into wholly invented 
allegations of divorce and mutual infidelity.100

The IRI’s likely turn toward such tactics presents a serious challenge to 
Western law enforcement, which often prioritizes physical threats over repu
tational or psychological coercion. These forms of soft coercion operate in 
legal and evidentiary blind spots, making them harder to detect, prosecute, 
or even acknowledge as part of hostile foreign activity. As with hired violence, 
the ambiguity of authorship is a feature of this strategy. To counter them, 
democratic governments must invest in counter-disinformation infrastruc
ture, promote digital literacy, and expand legal definitions to include cross- 
border narrative warfare as a national security concern. Intelligence and law 
enforcement agencies should also develop indicators and early warning 
systems for reputational attacks linked to foreign interference. Without such 
reforms, authoritarian regimes will continue to exploit legal gray zones – 
undermining dissent not through violence, but through story. In the age of 
hybrid repression, silencing voices no longer requires pulling a trigger; only 
crafting a lie.

4. Conclusion

This paper has reassessed the covert security doctrine of the Islamic Republic 
of Iran, showing how outsourced violence is not ad hoc, but a central, system
atized element of Iran’s coercive toolkit. The regime’s use of state-linked 
criminal intermediaries to carry out assassinations and acts of repression 
abroad reflects a deliberate fusion of strategic imperatives and ideological 
motivations.

GZS helps explain this logic: Tehran relies on ambiguous, untraceable 
operations to project power, deter opposition, and suppress dissent while 
avoiding direct confrontation. These tactics allow Iran to advance its goals 
below the threshold of open conflict, making use of intermediaries who offer 
both local access and attributional cover.

Over time, the regime’s campaigns – once conducted primarily through 
ideologically aligned proxies – have evolved into more flexible, transactional 
collaborations with organized crime. This historical shift, from revolutionary 
zeal to pragmatic outsourcing, reflects Tehran’s adaptation to international 
countermeasures and operational limitations. The turn to criminal 
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intermediaries lowers visibility, exploits Western legal and institutional vul
nerabilities, and extends Iran’s coercive reach across Europe and North 
America.

Recent revelations and prosecutions confirm that this outsourcing is no 
longer peripheral. As this paper has shown, the evolution from ideological 
actors to criminal surrogates demands new approaches to both attribution 
and deterrence. Iran’s extraterritorial violence is now a rational instrument 
of statecraft, deployed strategically under conditions of constraint. To 
counter this growing threat, policymakers must need to consider treating 
Iranian-backed assassinations not merely as isolated crimes but as sophis
ticated instruments of state-level coercion. An effective response will 
require integrated strategies combining intelligence sharing, legal reforms, 
and coordinated diplomatic pressure to close the gray zones that Iran so 
effectively exploits. By recognizing the connections between ideology, 
strategy, and illicit networks, democratic states stand a better chance of 
confronting and disrupting the Islamic Republic’s machinery of transna
tional repression.
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